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Documents Agreement Number 

Master Subscription Agreement (v21.1) Agreement #: 00315249.0 

Subscription Order Form Order Form #: 00252735.0 

Training Order Form Order Form #: 00252740.0 

*Delivery Assurance Order Form #: 00319918.0 

*Professional Services Agreement (v19.5) PSA #: N/A 

*Statement of Work Statement of Work #: N/A 

*Add related agreement number if applicable.

By executing this document (“Signature Document”), the undersigned agree they are duly authorized 
signatories and all documents listed in the above table are entered into between the parties, effective 
as of the later of the dates beneath the parties’ signatures below (“Effective Date”).  References to 
Signature Document and Effective Date in the Master Subscription Agreement shall mean those terms 
as defined in the preceding sentence. 

THE VALIDITY OF THIS AGREEMENT IS CONDITIONED ON WORKDAY RECEIVING A FULLY 
SIGNED COPY OF THIS AGREEMENT NO LATER THAN NOON PACIFIC TIME ON FEBRUARY 24, 
2022 (“Deadline”). Notwithstanding the foregoing, Workday reserves the right to accept the 
Agreement signed after the Deadline in Workday’s sole discretion and will provide confirmation of its 
acceptance by adding its initials on the Agreement after the Deadline if it deems fit. 

City of San Mateo 
330 W 20th Ave 
San Mateo, California 94403 
United States 

Workday, Inc. 
6110 Stoneridge Mall Road 
Pleasanton, CA 94588 

Signature Signature 

Name Name 

Title Title 

Date Signed Date Signed 

Approved as to Legal Form by: 

Michael Magaro (Feb 3, 2022 11:56 PST)
Michael Magaro

Michael Magaro

Senior Vice President, Business Finance

Feb 3, 2022

https://workday.na1.adobesign.com/verifier?tx=CBJCHBCAABAAYPrXEueX7SlYwHUKg-89rlyrkyYJGvPr
https://workday.na1.adobesign.com/verifier?tx=CBJCHBCAABAAYPrXEueX7SlYwHUKg-89rlyrkyYJGvPr
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This Master Subscription Agreement, effective as of the Effective Date set out in the Signature 
Document, is by and between Workday, Inc. ("Workday") a Delaware corporation with offices at 6110 
Stoneridge Mall Road, Pleasanton, CA 94588 and City of San Mateo (“Customer”), with offices at 
330 W 20th Ave, San Mateo, California 94403, United States.   

Whereas, Workday provides a subscription Service, Customer desires to subscribe to the Service, and 
this business relationship and the allocation of responsibilities regarding such Service are set forth in 
this Agreement. 

Therefore, the parties agree as follows: 

1. Customer’s Use of the Service.
1.1 Provision of the Service.  Workday shall: (i) make the Service available in accordance with the
Documentation and the SLA to Customer during the Term pursuant to this Agreement; (ii) not use
Customer Data except to provide the Service, or to prevent or address service or technical problems,
in accordance with this Agreement and the Documentation, or in accordance with Customer’s
instructions; and (iii) not disclose Customer Data to anyone other than Authorized Parties.  The Service
is provided in U.S. English.  Workday has translated portions of the Service into other
languages.  Customer and its Authorized Parties may only use the translated portions of the Service
for the number of languages listed in the applicable Order Form.  Workday will provide service credits
to Customer according to the Workday SLA Service Credit in Section 10.9.

1.2 Customer Obligations.  Customer may enable access to the Service for use only by Authorized 
Parties solely for the Internal Business Purposes of Customer and its Affiliates in accordance with the 
Documentation and not for the benefit of any third parties for a level of use not exceeding the Pricing 
Metrics on the applicable Order Form.  Customer is responsible for all Customer Affiliate and Authorized 
Party use of the Service and compliance with this Agreement.  Customer shall: (a) have sole 
responsibility for the accuracy, quality, and legality of all information submitted to Workday, including, 
but not limited to, Customer Data; and (b) take commercially reasonable efforts to prevent unauthorized 
access to, or use of, the Service, and notify Workday promptly of any such unauthorized access or use. 
Customer shall not:  (i) use the Service in violation of applicable Laws; (ii) in connection with the Service, 
send or store infringing, obscene, threatening, or otherwise unlawful or tortious material, including 
material that violates privacy rights; (iii) to the best of Customer’s knowledge send or store Malicious 
Code in connection with use of the Service; (iv) interfere with or disrupt performance of the Service or 
the data contained therein; or (v) attempt to gain access to the Service or its related systems or 
networks in a manner not set forth in the Documentation.  Customer shall designate a maximum number 
of named contacts as listed in the applicable Order Form to request and receive support services from 
Workday.  Named Support Contacts must be trained on the Workday product(s) for which they initiate 
support requests. Customer has the sole discretion to determine which of its Employees and Customer 
Affiliates are designated as Authorized Parties and shall be responsible for the acts and omissions of 
all Authorized Parties with respect to their use of the Service.   

1.3 Federal Government End Use Provisions (if applicable).  Workday provides pre-existing, 
commercial Service, including related software and technology, for federal government end use solely 
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in accordance with the terms and conditions of this Agreement, and Workday provides only the 
technical data and rights as provided herein.  If a government agency has a “need for” rights not 
conveyed under these terms, it must negotiate with Workday to determine whether there are acceptable 
terms for transferring additional rights.  A mutually acceptable addendum specifically conveying such 
rights must be executed by the parties in order to convey such rights beyond those set forth herein. 
For avoidance of doubt, Workday does not currently provide the Service for use in furtherance of a 
federal prime or subcontract.   

2. Fees.
2.1 Invoices and Payment. Fees for the Service will be invoiced to Customer in the United States
in accordance with the relevant Order Form and payment will be remitted by Customer from the United
States.  Except as otherwise set forth in an Order Form, all fees due hereunder (except fees subject to
good faith dispute) shall be due and payable within thirty (30) days of invoice date.  Except as otherwise
stated in an Order Form, all fees are quoted and payable in United States Dollars and are based on
Service rights acquired and not actual usage.  Customer shall provide Workday with complete and
accurate billing and contact information including a valid email address for receipt of invoices.  Upon
Workday’s request, Customer will make payments via wire or ACH/EFT.  All remittance advice and
invoice inquiries can be directed to Accounts.Receivable@workday.com.

2.2 Non-cancelable and non-refundable.  Except as specifically set forth to the contrary under 
Section 6.2 “Warranty Remedies”, Section 7.1 “Indemnification by Workday”, Section 9.2 “Termination”, 
and for credits due pursuant to Section 10.11 “Workday SLA Service Credits”, all payment obligations 
under any and all Order Forms are non-cancelable and all payments made are non-refundable.  The 
rights for the number of Employees set forth on any respective Order Form cannot be decreased during 
the Term. 

2.3 Overdue Payments.  Any payment not received from Customer by the due date may accrue 
except with respect to charges then under reasonable and good faith dispute), at Workday's discretion, 
late charges at the rate of 1.5%  of the outstanding balance per month, or the maximum rate permitted 
by law, whichever is lower, from the date such payment was due until the date paid. 

2.4 Non-Payment and Suspension of Service.  If Customer's account is more than thirty (30) days 
past due (except with respect to charges subject to a reasonable and good faith dispute), in addition to 
any other rights or remedies it may have under this Agreement or by law, Workday reserves the right 
to suspend the Service upon thirty (30) days written notice, without liability to Customer, until such 
amounts are paid in full. Such notice shall clearly and prominently state that the Service is at risk 
of suspension and shall not solely take the form of an invoice with an overdue notice.  

2.5 Taxes.  Workday’s Subscription Fees and all other fees invoiced pursuant to this Agreement do 
not include, and may not be reduced to account for, any taxes, which may include local, state, 
provincial, federal or foreign taxes, levies, duties or similar governmental assessments of any nature, 
including, but not limited to, value-added taxes, excise, use, goods and services taxes, consumption 
taxes or similar taxes and foreign withholding taxes (collectively defined as “Taxes”).  Customer is 
responsible for paying all Taxes imposed on the Service or any other services provided under this 
Agreement.  If Workday has a legal obligation to pay or collect Taxes for which Customer is responsible 
under this Agreement, the appropriate amount shall be computed based on Customer’s address listed 
in the Signature Document which will be used as the ship-to address on the Order Form, and invoiced 

mailto:Accounts.Receivable@workday.com
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to and paid by Customer, unless Customer provides Workday with a valid tax exemption certificate 
authorized by the appropriate taxing authority. 

3. Proprietary Rights.
3.1 Ownership and Reservation of Rights to Workday Intellectual Property.   Workday and its
licensors own all right, title and interest in and to the Service, Documentation, and other Workday
Intellectual Property Rights.  Subject to the limited rights expressly granted hereunder, Workday
reserves all rights, title and interest in and to the Service, and Documentation, including all related
Intellectual Property Rights.  No rights are granted to Customer hereunder other than as expressly set
forth herein.

3.2 Grant of Rights.  Workday hereby grants Customer (for itself and those of Customer’s Affiliates 
and Authorized Parties for whom Customer enables access to the Service) a non-exclusive, non-
transferable, right to use the Service and Documentation, solely for the Internal Business Purposes of 
Customer and its Affiliates and solely during the Term, subject to the terms and conditions of this 
Agreement within the scope of use defined in the relevant Order Form. The Service is provided in U.S. 
English.  Workday has translated portions of the Service into other languages and unless otherwise 
indicated in the applicable Order Form, Customer may use any available translated portions of the 
applicable Service.   

3.3 Restrictions.  Customer shall not (i) modify, copy or create any derivative works based on the 
Service or Documentation; (except for archival copies of the Documentation for use consistent with this 
Agreement) or create any derivative works based on the Service or Documentation; (ii) license, 
sublicense, sell, resell, rent, lease, transfer, assign, distribute, time share, offer in a service bureau, or 
otherwise make the Service or Documentation available to any third party, other than to Authorized 
Parties as permitted herein; (iii) reverse engineer or decompile any portion of the Service or 
Documentation, including but not limited to, any software utilized by Workday in the provision of the 
Service and Documentation, except to the extent required by Law; (iv) access the Service or 
Documentation in order to build any commercially available product or service except as otherwise 
provided in an applicable Order Form; or (v) modify, copy or create derivative works of any features, 
functions, integrations, interfaces or graphics of the Service or Documentation.  Notwithstanding the 
above, Customer may make a reasonable number of copies of the Documentation for internal business 
purposes only. 

3.4 Ownership of Customer Data.  As between Workday and Customer, Customer owns its 
Customer Data. 

3.5 Customer Input. Workday shall have a royalty-free, worldwide, transferable, sub-licensable, 
irrevocable, perpetual license to use, and incorporate into the Service, any Customer Input.  Workday 
shall have no obligation to make Customer Input an Improvement.  Customer shall have no obligation 
to provide Customer Input. 

3.6 Aggregated Data Use.  Workday owns the aggregated and statistical data derived from the 
operation of the Service, including, without limitation, the number of records in the Service, the number 
and types of transactions, configurations, and reports processed in the Service and the performance 
results for the Service (the “Aggregated Data”).  Nothing herein shall be construed as prohibiting 
Workday from utilizing the Aggregated Data for purposes of operating Workday’s business, provided 
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that Workday’s use of Aggregated Data will not reveal the identity, whether directly or indirectly, of any 
individual or specific data entered by any individual into the Service.  In no event does the Aggregated 
Data include any personally identifiable information. 

4. Confidentiality.
4.1 Confidentiality.  A party shall not disclose or use any Confidential Information of the other party
except as reasonably necessary to perform its obligations or exercise its rights pursuant to this
Agreement or with the other party's prior written permission.

4.2 Protection.  Each party agrees to protect the Confidential Information of the other party in the 
same manner that it protects its own Confidential Information of like kind, but in no event using less 
than a reasonable standard of care. 

4.3 Compelled Disclosure.  A disclosure by one party of Confidential Information of the other party 
to the extent required by Law shall not be considered a breach of this Agreement, provided the party 
so compelled promptly provides the other party with prior notice of such compelled disclosure (to the 
extent legally permitted), follows the process set forth in the applicable public records law(s), and 
provides reasonable assistance, at the other party's cost, if the other party wishes to contest the 
disclosure.  For purposes of this section, a request to Customer for documents or information pursuant 
to the California Public Records Act will be considered a compelled disclosure.  All parties acknowledge 
that Customer may not make any assertion of exemption on behalf of Workday in response to a Public 
Records Act request.  In addition, Customer may disclose Order Forms and this Agreement in 
accordance with requirements for publication of items that will be on the Customer’s City Council 
agenda.  Such disclosure may take the form of a website-accessible posting of those documents. 

4.4 Special Access by Law Enforcement and for Oversight.  Customer is a public sector entity 
subject to oversight by other public sector entities and potentially by the federal government.  The 
parties agree that to the extent that law enforcement officials or entities with appropriate oversight 
authority request access to the Service for the purpose of viewing or retrieving Customer Data or 
confirming how Customer processes Customer Data, Customer may grant such access either by 
permitting representatives of such entities to observe Customer’s use of the Service or by granting such 
representatives temporary status as an Authorized Party.  

4.5 Remedies.  If a party discloses or uses (or threatens to disclose or use) any Confidential 
Information of the other party in breach of confidentiality protections hereunder, the other party shall 
have the right, in addition to any other remedies available, to seek injunctive relief to enjoin such acts, 
it being acknowledged by the parties that any other available remedies are inadequate. 

4.6 Exclusions.  Confidential Information shall not include any information that:  (i) is or becomes 
generally known to the public without breach of any obligation owed to the other party; (ii) was known 
to a party prior to its disclosure by the other party without breach of any obligation owed to the other 
party; (iii) was independently developed by a party without breach of any obligation owed to the other 
party; or (iv) is received from a third party without breach of any obligation owed to the other party. 
Customer Data shall not be subject to the exclusions set forth in this section.  



00315249.0- Confidential 

MASTER SUBSCRIPTION AGREEMENT 

Master Subscription Agreement - City of San Mateo 

©2021 Workday v21.01 Page 5 of 17

5. Customer Data.
5.1 Protection and Security.  During the Term of this Agreement, Workday shall maintain a formal
security program materially in accordance with industry standards that is designed to: (i) ensure the
security and integrity of Customer Data; (ii) protect against threats or hazards to the security or integrity
of Customer Data; and (iii) prevent unauthorized access to Customer Data. Such security program will
conform to the Workday Universal Security Exhibit attached hereto (“Security Exhibit”) and is further
described in Workday’s most recently completed Service Organization Control 1 (SOC1) and Service
Organization Control 2 (SOC2) audit reports or industry-standard successor reports.  The most recently
completed, as of the Effective Date, SOC1 and SOC2 audit reports are referred to as the "Current Audit
Reports".  In no event during the Term shall Workday materially diminish the protections provided by
the controls set forth in Workday’s Security Exhibit and the Current Audit Reports.  Upon Customer’s
request, Workday will provide Customer with a copy of Workday’s then current SOC1 and SOC2 audit
reports or comparable industry-standard successor reports prepared by Workday’s independent third-
party auditor.  The Universal Data Processing Exhibit attached hereto (the “Data Processing Exhibit”
or “DPE” will apply to the processing of Personal Data (as defined in the Data Processing Exhibit).
Workday designs its Service to allow Customers to achieve differentiated configurations, enforce user
access controls, and manage data categories that may be populated and/or made accessible on a
country-by-country basis. Customer understands that its use of the Service and compliance with any
terms hereunder does not constitute compliance with any Law.  Customer understands that it has an
independent duty to comply with any and all Laws applicable to it.

5.2 Unauthorized Disclosure.  If either party believes that there has been a Security Breach, such 
party must promptly notify the other party, unless legally prohibited from doing so, within forty-eight (48) 
hours or any shorter period as may be required by Law; provided, however, that Customer is not 
required to notify Workday in any case where Customer reasonably determines that the Security Breach 
presents no threat to the Service.  Additionally, each party will reasonably assist the other party in 
mitigating any potential damage.  As soon as reasonably practicable after any such Security Breach 
that is not clearly attributable to Customer or its Authorized Parties, Workday shall conduct a root cause 
analysis and, upon request, will share the results of its analysis and its remediation plan with Customer. 
Unless prohibited by Law, each party shall provide the other party with reasonable notice of, and the 
opportunity to review and comment on the content of all public notices, filings, or press releases about 
a Security Breach that identify the other party by name prior to any such publication.   

5.3 Designated Tenant Location.  Customer's Tenant will be housed in data centers located in the 
United States. 

6. Warranties and Disclaimers.
6.1  Warranties.  Each party warrants that it has the authority to enter into this Agreement and, in
connection with its performance of this Agreement, shall comply with all Laws applicable to it related to
data privacy, international communications and the transmission of technical or personal data.
Workday warrants that during the Term (i) the Service shall perform materially in accordance with the
Documentation; (ii) the functionality of the Service will not be materially decreased during the Term; (iii)
to the best of Workday’s knowledge, the Service does not contain any Malicious Code, and (iv) any
professional services provided by Workday pursuant to an Order Form subject to this Agreement and
related to the Service (“Related Services”) will be performed in a professional and workmanlike manner.
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6.2 Warranty Remedies.  In the event of Workday’s breach of the warranties set forth in Section 
6.1 (i), (ii) and (iii), (a) Workday shall: correct the non-conforming Service at no additional charge to 
Customer, or (b) in the event Workday is unable to correct such deficiencies after good-faith efforts, 
Workday shall refund Customer amounts paid that are attributable to the defective Service from the 
date Customer first reported the applicable deficiencies to Workday through the date that such 
deficiencies are remedied. Notice of breaches of the warranties in Section 6.1(i) or (ii) shall be made 
through Workday’s then-current error reporting system.  Notices of breaches of any other warranty shall 
be made in writing to Workday in accordance with the notice provisions of this Agreement.  To receive 
the refund remedy, Customer must promptly report deficiencies in writing to Workday, but no later than 
thirty (30) days following the first date the deficiency is identified by Customer.  The remedies set forth 
in this subsection shall be Customer’s sole remedy and Workday’s sole liability for breach of these 
warranties in Section 6.1 unless the breach of warranty constitutes a material breach of this Agreement 
and Customer elects to terminate this Agreement in accordance with the Section 9.2 (Termination). 

6.3 Notice Obligations.  To receive the warranty remedies set forth above, Customer must promptly 
report deficiencies in writing to Workday, but no later than thirty (30) days of the first date the deficiency 
is identified by Customer, or, in the case of a Related Service, no later than thirty (30) days after delivery 
of such Related Service.  Customer’s failure to notify Workday within such thirty (30) day period shall 
not affect Customer’s right to receive the remedy in Section 6.2(a) unless Workday is somehow unable, 
or impaired in its ability to, correct the deficiency due to Customer’s failure to notify Workday within the 
thirty (30) day period. Notice of breaches of the warranty in Section 6.1(i), (ii), or (iii) shall be made 
through Workday’s then-current error reporting system; notices of breaches of any other warranty shall 
be made in writing to Workday in accordance with the Notice provisions of this Agreement. 

6.4 DISCLAIMER.  EXCEPT AS EXPRESSLY PROVIDED IN THIS SECTION 6 AND TO THE 
MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, WORKDAY MAKES NO WARRANTIES OF 
ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, AND SPECIFICALLY 
DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING ANY WARRANTIES OF MERCHANTABILITY 
OR FITNESS FOR A PARTICULAR PURPOSE WITH RESPECT TO THE SERVICE AND RELATED 
SERVICES AND THE DOCUMENTATION.  WORKDAY DOES NOT WARRANT THAT THE SERVICE 
WILL BE ERROR FREE OR UNINTERRUPTED.  THE LIMITED WARRANTIES PROVIDED HEREIN 
ARE THE SOLE AND EXCLUSIVE WARRANTIES PROVIDED TO CUSTOMER IN CONNECTION 
WITH THE PROVISION OF THE SERVICE.  

7. Indemnification
7.1 Intellectual Property Indemnification by Workday. Workday shall defend, indemnify and hold
Customer harmless against any loss, damage or costs (including reasonable attorneys' fees) in
connection with claims, demands, suits, or proceedings ("Claims") made or brought against Customer
by a third party alleging that the use of the Service as contemplated hereunder infringes a copyright, a
U.S. patent issued as of the Effective Date, or a trademark of a third party; provided, however, that
Customer: (a) promptly gives written notice of the Claim to Workday; (b) gives Workday sole control of
the defense and settlement of the Claim (provided that Workday may not settle any Claim unless it
unconditionally releases Customer of all liability); and (c) provides to Workday, at Workday's cost, all
reasonable assistance.  Workday shall not be required to indemnify Customer in the event of: (w)
modification of the Service by Customer, its Employees, or Authorized Parties in conflict with
Customer’s obligations or as a result of any prohibited activity as set forth herein; (x) use of the Service
in a manner inconsistent with the Documentation; (y) use of the Service in combination with any other
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product or service not provided by Workday; or (z) use of the Service in a manner not otherwise 
contemplated by this Agreement.  If Customer is enjoined from using the Service or Workday 
reasonably believes it will be enjoined, Workday shall have the right, at its sole option, to obtain for 
Customer the right to continue use of the Service or to replace or modify the Service so that it is no 
longer infringing.  If neither of the foregoing options is reasonably available to Workday, then use of the 
impacted portions of the Service may be terminated at Workday’s option if and only if Workday is 
terminating use of the impacted portions of the Service to all other Workday customers affected by the 
Claim and Workday's sole liability (other than its obligation to defend and indemnify as set forth in this 
section 7.1) shall be to refund any prepaid fees for the Service that were to be provided after the 
effective date of termination, as well as any fees paid by Customer attributable to the enjoined portions 
of the Service for the period of time Customer was enjoined from use of the Service.  In addition, 
Workday will not object to Customer’s participation in the defense against any proposed injunction 
which would impact Customer’s ability to utilize the Service.   

8. Limitation of Liability.
8.1 LIMITATION OF LIABILITY.  TO THE MAXIMUM EXTENT PERMITTED BY LAW AND
EXCEPT WITH RESPECT TO WORKDAY’S INDEMNIFICATION OBLIGATIONS, RECKLESS
MISCONDUCT, GROSS NEGLIGENCE, WILLFUL MISCONDUCT, FRAUD, AND/OR CUSTOMER’S
PAYMENT OBLIGATIONS, IN NO EVENT SHALL EITHER PARTY'S (OR WORKDAY’S THIRD
PARTY LICENSORS’) AGGREGATE LIABILITY ARISING OUT OF OR RELATED TO THIS
AGREEMENT, WHETHER IN CONTRACT, TORT OR OTHERWISE, EXCEED THE SUBSCRIPTION
FEES ACTUALLY PAID BY CUSTOMER IN CONSIDERATION FOR WORKDAY’S SERVICE
DELIVERY DURING THE IMMEDIATELY PRECEDING TWENTY-FOUR (24) MONTH PERIOD FOR
THE SERVICE FROM WHICH THE CLAIM AROSE (OR, FOR A CLAIM ARISING BEFORE THE
SECOND ANNIVERSARY OF THE EFFECTIVE DATE, THE AMOUNT PAID FOR THE FIRST
TWENTY-FOUR MONTH PERIOD).

8.2 EXCLUSION OF DAMAGES.  EXCEPT WITH RESPECT TO EACH PARTY’S SPECIFIC 
REMEDY OBLIGATIONS FOUND IN SECTION 7 AND THE LOSS OF CUSTOMER DATA DUE TO 
THE FAILURE OF WORKDAY TO ADHERE TO ITS DATA BACKUP AND RESTORATION 
PROTOCOLS AS DESCRIBED IN THE SLA AND SECURITY EXHIBIT, IN NO EVENT SHALL 
EITHER PARTY OR ITS AFFILIATES HAVE ANY LIABILITY TO THE OTHER PARTY FOR LOST 
PROFITS OR REVENUES, LOSS OF USE OF DATA, BUSINESS INTERRUPTION, OR DIRECT, 
SPECIAL, INCIDENTAL, PUNITIVE, CONSEQUENTIAL, OR COVER DAMAGES, HOWEVER 
CAUSED, WHETHER IN CONTRACT,. TORT OR OTHERWISE, ARISING OUT OF, OR IN ANY WAY 
CONNECTED WITH THE SERVICE, INCLUDING BUT NOT LIMITED TO THE USE OR INABILITY 
TO USE THE SERVICE, ANY INTERRUPTION, INACCURACY, ERROR OR OMISSION, EVEN IF 
THE PARTY OR ITS AFFILIATES FROM WHICH DAMAGES ARE BEING SOUGHT OR SUCH 
PARTY’S LICENSORS OR SUBCONTRACTORS HAVE BEEN PREVIOUSLY ADVISED OF THE 
POSSIBILITY OF SUCH LOSS OR DAMAGES.  THE EXCLUSIONS IN THIS SECTION WILL NOT 
APPLY TO THE EXTENT PROHIBITED BY LAW.  CUSTOMER WILL NOT ASSERT THAT ITS 
PAYMENT OBLIGATIONS AS SET FORTH IN AN ORDER FORM ARE EXCLUDED AS WORKDAY’S 
LOST PROFITS.   

8.3 Workday Remediation of Certain Unauthorized Disclosures.  In the event that any 
unauthorized access to or acquisition of Personal Data is caused by Workday’s breach of its security 
and/or privacy obligations under this Agreement, Workday shall pay the reasonably necessary, 
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documented costs incurred by Customer in connection with the following items: (a) costs of any 
reasonably required forensic investigation to determine the cause of the breach, (b) providing 
notification of the security breach to applicable government and relevant industry self-regulatory 
agencies, to the media (if required by Law) and to individuals whose Personal Data may have been 
accessed or acquired, (c) providing credit monitoring service to individuals whose Personal Data may 
have been accessed or acquired for a period of one year (or to the extent required by Law) after the 
date on which such individuals were notified of the unauthorized access or acquisition for such 
individuals who elected such credit monitoring service, and (d) operating a call center to respond to 
questions from individuals whose Personal Data may have been accessed or acquired for a period of 
one year (or to the extent required by Law) after the date on which such individuals were notified of the 
unauthorized access or acquisition.  NOTWITHSTANDING THE FOREGOING, OR ANYTHING IN 
THIS AGREEMENT TO THE CONTRARY, WORKDAY SHALL HAVE NO RESPONSIBILITY TO PAY 
COSTS OF REMEDIATION THAT ARE DUE TO RECKLESS MISCONDUCT, GROSS NEGLIGENCE, 
WILLFUL MISCONDUCT AND/OR FRAUD BY CUSTOMER OR ITS EMPLOYEES, AGENTS OR 
AUTHORIZED PARTIES. 

9. Term and Termination.
9.1 Term of Agreement.  The Term of this Agreement commences on the Effective Date and
continues until the stated term in all Order Forms has expired or has otherwise been terminated, unless
otherwise extended pursuant to the written agreement of the parties.  Subscriptions to the Service
commence on the date, and are for a period, as set forth in the applicable Order Form.

9.2 Termination.  Subject to Customer’s transition rights defined herein, either party may 
terminate this Agreement: (i) upon thirty (30) days prior written notice to the other party of a material 
breach by the other party if such breach remains uncured at the expiration of such notice period; or (ii) 
immediately in the event the other party becomes the subject of a petition in bankruptcy or any other 
proceeding relating to insolvency, receivership, liquidation or assignment for the benefit of creditors.  In 
the event this Agreement is terminated, all Order Forms are simultaneously terminated.  Upon any 
termination by Customer pursuant to this section, Workday shall refund Customer any prepaid fees for 
the affected Service that were to be provided after the effective date of termination.  For clarity, a breach 
or termination of any Professional Services Agreement, as defined in the DPE, or of any applicable 
statement of work and/or work order thereunder, shall not be considered a material breach or 
termination of this Agreement.   

9.3 Dispute Resolution.  The parties agree that they would prefer to resolve disputes rather than 
invoke their termination rights under this Agreement.  Accordingly, where a dispute or breach appears 
to be one that might be resolvable by the parties without resorting to termination, the parties will seek 
to resolve the dispute or breach in good faith and will, where appropriate, seek non-binding mediation 
of their dispute if the management of the parties is unable to resolve the dispute.  Notwithstanding the 
foregoing, each party retains its right to seek injunctive relief at any time and to exercise its termination 
rights under this Agreement. 

9.4 Effect of Termination.  Upon any expiration or termination of this Agreement, and following any 
transition period, Customer shall, as of the date of such termination, immediately cease accessing and 
otherwise utilizing the applicable Service (except as permitted under the section entitled “Retrieval of 
Customer Data” and “Transition Period before Final Termination”) and Workday Confidential 
Information.  Termination for any reason shall not relieve Customer of the obligation to pay any fees 
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accrued or due and payable to Workday prior to the effective date of termination and termination for 
any reason other than Workday’s uncured material breach or the reasons set forth in Section 2.2. shall 
not relieve Customer of the obligation to pay all future amounts due under all Order Forms. Termination 
due to Workday’s uncured material breach, pursuant to Section 7.1, or pursuant to the SLA Service 
Credit Exhibit shall relieve Customer of the obligation to pay any fees (other than fees for the Transition 
Period described in Section 9.6) for the terminated Order Form for services that were to be rendered 
after the effective date of termination.  Following termination, the parties shall make reasonable and 
good faith attempts to resolve any outstanding fee disputes.   

9.5 Transition Period before Final Termination.  Upon any termination of this Agreement, 
Workday shall, upon Customer’s request, continue to provide the Service to Customer (except where 
Workday is enjoined by a court of competent jurisdiction) pursuant to the terms of this Agreement for a 
transitional period of up to one (1) year (the “Transition Period”). Access to the Service during the 
Transition Period will be subject to the fees set out in the applicable Order Form, prorated on a monthly 
basis and payable in advance, based on the annual fee of CPI (defined on Order Form #.  ) plus five 
percent 5%, unless the Order Form has pricing for the time period during which the Transition Period 
occurs, in which case the pricing on the Order Form for that time period shall apply. During the 
Transition Period, Workday will provide cooperation and assistance as Customer may reasonably 
request to support an orderly transition to another provider of similar software, services, or to 
Customer’s internal operations. Such cooperation and assistance will include but not be limited to 
consulting regarding the Workday Service and will be subject to a fee based on Workday’s then-current 
rates for consulting services and such services will be set out in a statement of work to a professional 
services agreement between the parties.  All regular Service will continue during the Transition Period 
at no additional cost, except as stated in this section.  Notwithstanding the foregoing, in the event of 
termination of this Agreement by Workday for breach by Customer, Workday may withhold the provision 
of transition Services and condition further performance upon (i) payment of undisputed fees then owed, 
(ii) prepayment of fees for further services, and (iii) receipt by Workday of an officer’s certificate from
Customer certifying ongoing compliance with the terms of this Agreement during the Transition Period.

9.6 Transition Consulting Services.  During a Retrieval Period or Transition Period, Workday will 
provide cooperation and assistance as Customer may reasonably request to support an orderly 
transition to another provider of similar software, services, or to Customer’s internal operations.  Such 
cooperation and assistance will be limited to consulting regarding the Workday Service and will be 
subject to a fee based on Workday’s then-current rates for consulting services and such services will 
be set out in a statement of work to a professional services agreement between the parties. 
Notwithstanding the foregoing, in the event of termination of this Agreement by Workday for Customer’s 
breach, Workday may withhold the provision of transition consulting services and condition further 
performance upon (i) payment of undisputed fees then owed and (ii) prepayment of fees for further 
services. 

9.7 Retrieval of Customer Data.  Upon written request by Customer made within thirty (30) days 
after any expiration or termination of this Agreement, and following any transition period, Workday will 
make Customer Data and configuration data available to Customer through the Service solely to allow 
Customer to retrieve Customer Data for a period of up to a total of sixty (60) days after such expiration 
or termination (the “Retrieval Period”). If Customer utilizes the Transition Period described in Section 
9.4 above, it will still receive a total of no more than sixty (60) days of non-cost Retrieval Period. After 
such Retrieval Period, Workday will have no obligation to maintain or provide any Customer Data and 
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shall thereafter, unless legally prohibited, delete all Customer Data by deleting Customer’s Tenant; 
provided, however, that Workday will not be required to remove copies of the Customer Data from its 
backup media and servers until such time as the backup copies are scheduled to be deleted, provided 
further that in all cases Workday will continue to protect the Customer Data in accordance with this 
Agreement.  Customer Data will be made available in a Workday-supported format mutually agreed 
upon between the parties (for example, CSV, delimited text or Microsoft Excel).  The foregoing deletion 
obligation will be subject to any retention obligations imposed on Workday by Law.  Additionally, during 
the Term of the Agreement, Customers may extract Customer Data using Workday’s standard web 
services. 

9.8 Surviving Provisions.  The following provisions of this Agreement shall not survive and will 
have no further force or effect following any termination or expiration of this Agreement: (i) Section 
1.1(i) “Workday Obligations”; (ii) Section 3.2 “Grant of Rights”; and (iii) those provisions granting 
Customer access to any SKU(s) and services referenced in any applicable Order Form(s).  All other 
provisions of this Agreement shall survive any termination or expiration of this Agreement. 

10. General Provisions.
10.1 Relationship of the Parties.  The parties are independent contractors.  This Agreement does
not create nor is it intended to create a partnership, franchise, joint venture, agency, fiduciary or
employment relationship between the parties.  There are no third-party beneficiaries to this Agreement.

10.2 Insurance.  Workday will maintain during the entire Term of this Agreement, at its own expense, 
the types of insurance coverage specified below, on standard policy forms and with insurance 
companies with at least an A.M. Best Rating of A- VII authorized to do business in the jurisdictions 
where the Workday services are to be performed including New York State.   

(a) Workers’ Compensation insurance prescribed by applicable local law and Employers Liability
insurance with limits not less than $1,000,000 per accident/per employee.  This policy shall
include a waiver of subrogation against Customer

(b) Business Automobile Liability covering all vehicles that Workday owns, hires or leases with a
limit of no less than $1,000,000 (combined single limit for bodily injury and property damage) for
each accident.

(c) Commercial General Liability insurance including Contractual Liability Coverage, with coverage
for products liability, completed operations, property damage and bodily injury, including death,
with an aggregate limit of no less than $2,000,000.  This policy shall name Customer as an
additional insured with respect to the provision of services provided under this Agreement. This
policy shall include a waiver of subrogation against Customer.

(d) Technology Professional Liability Errors & Omissions policy (which includes Cyber Risk
coverage, internet liability, and Computer Security and Privacy Liability coverage) with a limit of
no less than $10,000,000 per occurrence and in the aggregate.

(e) Crime policy with a limit of no less than $5,000,000 per occurrence and in the aggregate and
naming Customer (as its interests may appear) as a loss payee.
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(f) Excess Liability/Umbrella coverage with a limit of no less than $9,000,000 per occurrence and
in the aggregate (such limit may be achieved through increase of limits in underlying policies to
reach the level of coverage shown here).  This policy shall name Customer as an additional
insured with respect to the provision of services provided under this Agreement. This policy
shall include a waiver of subrogation against Customer.

Upon Customer's request, Workday agrees to deliver to Customer a certificate(s) of insurance 
evidencing the coverage specified in this section.  Such certificate(s) will contain a thirty (30) day prior 
notice of cancellation provision. . Workday will be solely responsible for any deductible or self-insurance 
retentions. Such insurance coverage will be primary and any other valid insurance existing will be in 
excess of such primary insurance policies.  The required insurance coverage and limits of liability set 
forth above shall not be construed as a limitation or waiver of any potential liability of satisfaction of any 
indemnification/hold harmless obligation of Workday. 

10.3 Notices.  Unless expressly stated otherwise, all notices under this Agreement shall be in writing 
and shall be deemed to have been given upon: (i) personal delivery; (ii) the third business day after first 
class mailing; or the second business day after sending by facsimile with telephonic confirmation of 
receipt.  Notices to Workday shall be sent to the address shown in the Signature Document addressed 
to the attention of its General Counsel with a copy sent to legal@Workday.com.  Notices to Customer 
shall be sent to the address and signatory shown in the Signature Document.  Each party may modify 
its recipient of notices by providing notice pursuant to this Agreement.  

10.4 Waiver and Cumulative Remedies.  No failure or delay by either party in exercising any right 
under this Agreement shall constitute a waiver of that right or any other right.  None of the provisions 
of this Agreement shall be considered waived by either party unless such waiver is specifically specified 
in writing.  Other than as expressly stated herein, the remedies provided herein are in addition to, and 
not exclusive of, any other remedies of a party at law or in equity. 

10.5 Force Majeure.  Neither party shall be liable for any failure or delay in performance under this 
Agreement (other than for delay in the payment of money due and payable hereunder) for causes 
beyond that party’s reasonable control and occurring without that party’s fault or negligence, including, 
but not limited to, acts of God, acts of government, flood, fire, civil unrest, acts of terror, strikes or other 
labor problems (other than those involving Workday or Customer employees, respectively), and, where 
Workday is in compliance with its security and backup obligations under this Agreement, computer 
attacks or malicious acts, such as attacks on or through the Internet, any Internet service provider, 
telecommunications or hosting facility.  Dates by which performance obligations are scheduled to be 
met will be extended for a period of time equal to the time lost due to any delay so caused. Each party 
will reasonably endeavor to resume its performance under this Agreement as soon as possible following 
a force majeure situation and Workday will expend the same level of effort to resume performance to 
Customer that it expends for its other similarly-situated customers. 

10.6 Assignment.  Neither party may assign any of its rights or obligations hereunder, whether by 
operation of law or otherwise, without the prior written consent of the other party (which consent shall 
not be unreasonably withheld).  Notwithstanding the foregoing, either party may assign this Agreement 
in its entirety (including all Order Forms) without consent of the other party in connection with a merger, 
acquisition, corporate reorganization, or sale of all or substantially all of its assets provided the assignee 
has agreed to be bound by all of the terms of this Agreement (an “M&A assignment”) and all past due fees 

mailto:legal@Workday.com
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are paid in full or otherwise accounted for in the amendment, except that Customer shall have no right 
to assign this Agreement to a direct Competitor of Workday.  In the event of an M&A assignment, the 
non-assigning party shall be entitled to request that the assignee entity to provide adequate assurances 
that it has the requisite personnel, assets, expertise, and experience to provide the Service and comply 
with this Agreement.  Failure to provide such assurances may be treated as a material breach of this 
Agreement.  Any attempt by a party to assign its rights or obligations under this Agreement in breach 
of this section shall be void and of no effect.  Subject to the foregoing, this Agreement shall bind and 
inure to the benefit of the parties, their respective successors and permitted assigns.  

10.7 Governing Law.  This Agreement shall be governed exclusively by the internal laws of the State 
of California, without regard to its conflicts of laws rules.  The parties agree the venue of any dispute 
will be the State and Federal courts for the County of San Mateo, California. 

10.8 Export.   Each party shall comply with the export laws and regulations of the United States and 
other applicable jurisdictions in providing and using the Service.  Without limiting the generality of the 
foregoing, Customer shall not make the Service available to any person or entity that: (i) is located in a 
country that is subject to a U.S. government embargo; (ii) is listed on any U.S. government list of 
prohibited or restricted parties; or (iii) is engaged in activities directly or indirectly related to the 
proliferation of weapons of mass destruction, unless authorized by the United States government.   

10.9 Workday SLA Service Credits. If, in any rolling six-month period, Workday fails to meet the 
monthly Service Availability or Service Response commitments described in the SLA (a “Failure”), 
Customer may request the following remedies no later than six months after the applicable Failure 
occurs: (1) a meeting to discuss possible corrective actions for the first Failure; (2) a 10% Service Credit 
for a second Failure; (3) a 20% Service Credit for a third Failure; and (4) a 30% Service Credit for a 
fourth Failure. In this Agreement, “Service Credit” means a credit equal to the stated percentage of the 
applicable monthly Subscription Fee for the affected Service. Workday shall deduct the highest 
applicable Service Credit from the next invoice for Subscription Fees or, if there is no subsequent 
invoice, shall refund the Service Credit to the Customer. The remedies in this section are the 
Customer’s exclusive remedies for any Failure. 

10.10 Miscellaneous.  This Agreement, including all exhibits, addenda and attachments hereto and 
all Order Forms, constitutes the entire agreement between the parties with respect to the subject matter 
hereof. Current copies of Workday’s SLA, Security Exhibit, and Data Processing Exhibit are attached, 
but in each case, the parties recognize that these Exhibits reflect standard Workday policies and may 
change over time, subject to the requirement in Section 6.1(ii) that changes will not materially degrade 
the Service or security of the Service and the requirement that the Customer will not be subject to any 
additional obligations as a result of the changes.  In the event of a conflict or where an Order Form 
provides more specific detail than this Agreement, the provisions of an Order Form shall take 
precedence over provisions of the body of this Agreement and over any other exhibit or attachment to 
this Agreement.  Each of the attached Order Forms is subject to this Agreement and may be separately 
amended without amending this Agreement. This Agreement supersedes all prior and 
contemporaneous agreements, proposals or representations, written or oral, concerning its subject 
matter and is entered into without reliance on any promise or representation other than those expressly 
contained in this Agreement.  No modification, amendment, or waiver of any provision of this Agreement 
shall be effective unless in writing and signed by the party against whom the modification, amendment 
or waiver is to be asserted.  If any provision of this Agreement is held by a court of competent jurisdiction 
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to be contrary to law, the provision shall be modified by the court and interpreted so as best to 
accomplish the objectives of the original provision to the fullest extent permitted by law, and the 
remaining provisions of this Agreement shall remain in effect.  Notwithstanding any language to the 
contrary therein, no terms or conditions stated in a Customer purchase order or in any other Customer 
order documentation shall be incorporated into or form any part of this Agreement, and all such terms 
or conditions shall be null and void.  Workday may use Customer's name and logo in lists of customers, 
on marketing materials and on its website. This Agreement may be executed in counterparts, which 
taken together shall form one binding legal instrument. The parties hereby consent to the use of 
electronic signatures in connection with the execution of this agreement, and further agree that 
electronic signatures to this Agreement shall be legally binding with the same force and effect as 
manually executed signatures, provided that such signatures must be made using a technology 
designed for electronic signatures and a mere email which appears to state consent to an Agreement 
or action shall not be considered an electronic signature. 

10.11 Availability of Funds.  For each succeeding fiscal period: (a) Customer agrees to include in its 
budget request appropriations sufficient to cover Customer's obligations under the Agreement; (b) 
Customer agrees to use all reasonable and lawful means to secure these appropriations; (c) Customer 
agrees it will not use non-appropriations as a means of terminating the Agreement in order to acquire 
functionally equivalent products or services from a third party. Customer reasonably believes, barring 
unforeseen circumstances or events, that sufficient funds will lawfully be appropriated to satisfy its 
obligations under this Agreement. If Customer is appropriated insufficient funds, by appropriation, 
appropriation limitation or grant, to continue payments under this Agreement and has no other funding 
source lawfully available to it for such purpose Customer may terminate this Agreement by giving 
Workday not less than thirty (30) days’ prior written notice. Upon termination Customer will remit all 
amounts due and all costs reasonably incurred through the date of termination and, to the extent of 
lawfully available funds, through the end of the then-current fiscal period, providing Service will continue 
through the end of the then-current fiscal period and for the full duration of any subsequent Transition 
Period for which funds are available.  Upon Workday’s reasonable request, Customer will provide 
Workday with information as to funding status for its next subscription payment(s).  

10.12 Audit Financial Billing.  During the Term of this Agreement but not more frequently than once 
per year, Workday shall make available to Customer or its chosen independent third-party auditor (or 
federal or state department auditor having monitoring or reviewing authority over Customer), for 
examination those financial books, records, and files of Workday that are necessary for Customer to 
verify Workday’s charges for the Service provided under any Order Form(s) issued hereunder. 
Workday shall be subject to examination and/or audit to the extent set forth in law and shall comply 
with all program and fiscal reporting requirements set forth by law as described more fully in the Data 
Processing Exhibit.  Workday shall maintain complete and accurate records as is reasonably necessary 
to substantiate such charges for at least five (5) years after such charges are invoiced.  Customer shall 
provide Workday with reasonable notice prior to conducting such financial audit and the parties shall 
mutually agree upon the timing of such financial audit which shall be conducted in a manner that is 
least disruptive to Workday’s business operations.    Such right shall not extend to or require on-site 
audits of Workday’s operations or third-party hosting facilities, disclosure of any confidential information 
of any other Workday customer, or Workday’s payroll records or other financial records not related to 
Service fees invoiced to Customer.  
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10.13 California Labor Code Requirements.  Workday agrees to comply with Customer’s minimum 
wage ordinance as codified in San Mateo Municipal Code Chapter 5.92, which differs from the 
California state minimum wage and includes a Consumer Price Index escalator. 

10.14 Verification of Employment Eligibility.  By executing this Agreement, Workday verifies that it 
fully complies with all requirements and restrictions of state and federal law respecting the employment 
of undocumented aliens, including, but not limited to, the Immigration Reform and Control Act of 1986, 
as may be amended from time to time, and shall require all subconsultants and sub-subconsultants to 
comply with the same. 

10.15 Equal Opportunity Employment.  Workday represents that it is an equal opportunity employer 
and that it shall not discriminate against any employee or applicant for employment because of, as 
applicable under the law of the jurisdiction where employment occurs, race, religion, color, national 
origin, ancestry, sex, age, or other interests protected by the State or Federal Constitutions.  Such non-
discrimination shall include, but not be limited to, all activities related to initial employment, upgrading, 
demotion, transfer, recruitment or recruitment advertising, layoff or termination. 

10.16 Limitation of Agreement.  This Agreement is limited to and includes only the services and work 
described herein. 

10.17 Third Party Rights.  Nothing in this Agreement shall be construed to give any rights or benefits 
to anyone other than Customer and Workday. 

10.18 Severability.  The unenforceability, invalidity, or illegality of provision(s) of this Agreement shall 
not render the remaining provisions unenforceable, invalid, or illegal. 

10.19 Customer’s Right to Employ Other Consultants.  Customer reserves its right to employ other 
entities in connection with this Agreement and other projects.   

10.20 Prohibited Interests.  Workday represents that it has not employed nor retained any company 
or person, other than a bona fide employee working solely for Workday, to solicit or secure this 
Agreement.  Further, Workday represents that it has not paid nor has it agreed to pay any company or 
person, other than a bona fide employee working solely for Workday, any fee, commission, percentage, 
brokerage fee, gift or other consideration contingent upon or resulting from the award or making of this 
Agreement.  For breach or violation of this representation, Customer shall have the right to rescind this 
Agreement without liability.   Upon Customer’s request, Workday will include the following statement 
on Order Forms that are not executed contemporaneously with this Agreement, “Workday represents 
that it has not employed nor retained any company or person, other than a bona fide employee working 
solely for Workday, to solicit or secure this Order Form.  Further, Workday represents that it has not 
paid nor has it agreed to pay any company or person, other than a bona fide employee working solely 
for Workday, any fee, commission, percentage, brokerage fee, gift or other consideration contingent 
upon or resulting from the award or making of this Order Form.” 

11. Definitions.
“Affiliate” means any entity which directly or indirectly controls, is controlled by, or is under common
control by either party, or in the case of Customer, Affiliate also means any special district or local
government entity to which Customer provides payroll or human resources services.  For purposes of
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the preceding sentence, "control" means direct or indirect ownership or control of more than 50% of the 
voting interests of the subject entity. 

“Agreement” means this Master Subscription Agreement, including the Signature Document, any 
exhibits, addenda or attachments hereto, and any fully executed Order Form. 

"Authorized Parties" means Customer’s Employees, or its authorized Affiliate’s employees, 
employees of special districts or local government entities to which Customer provides payroll or human 
resources services, and third party providers authorized to access Customer’s Tenants and/or receive 
Customer Data by Customer, and as appropriate for the applicable Service, students and their parents 
or guardians, prospective employees, prospective students and their parents or guardians, former 
students, and/or retirees authorized to access Customer’s Tenants and/or to receive Customer Data (i) 
in writing, (ii) through the Service’s security designation, or (iii) by system integration or other data 
exchange process. 

“Claim” means any claim, demand, suit, or other legal proceeding made or brought against a party to 
this Agreement. 

“Competitor” means any entity that may be reasonably construed as offering competitive functionality 
or services to those offered by Workday.  If the parties cannot agree on whether an entity is a 
Competitor, then the opinion of three (3) financial analysts with adequate knowledge of the human 
resources and/or financials software and services industry (chosen by mutual agreement of the parties) 
commissioned at Workday’s sole expense, shall determine such. 

"Confidential Information" means  (a) any software utilized by Workday in the provision of the Service 
and its respective source code; (b) Customer Data; (c) each party’s business or technical information, 
including but not limited to the Documentation, training materials, any information relating to software 
plans, designs, costs, prices and names, finances, marketing plans, business opportunities, personnel, 
research, development or know-how that is designated by the disclosing party as "confidential" or 
"proprietary" or the receiving party knows or should reasonably know is confidential or proprietary; and 
(d) the terms, conditions and pricing of this Agreement (but not its existence or parties).

"Customer Data" means the electronic data or information submitted by Customer or Authorized 
Parties to the Service. 

“Customer Input” means suggestions, enhancement requests, recommendations or other feedback 
provided by Customer, its Employees or Authorized Parties relating to the operation or functionality of 
the Service.   

“Documentation" means Workday’s electronic Administrator Guide for the Service, which may be 
updated by Workday from time to time.   

"Employee" or “Worker” means employees, consultants, contingent workers, independent 
contractors, and retirees of Customer and its Affiliates whose active business record(s) are or may be 
managed by the Service and for which a subscription to the Service has been purchased pursuant to 
an Order Form.  The number of permitted Employees will be as set forth in the applicable Order Form. 
Information related to former employees, consultants, contingent workers, independent contractors and 
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retirees in the form of static, historical records may be maintained in the system but shall be excluded 
from the calculation of Employees unless self-service access to the record through the Service is 
provided to the individual.   

“Improvements” means all improvements, updates, enhancements, error corrections, bug fixes, 
release notes, upgrades and changes to the Service and Documentation, as developed by Workday 
and made generally available for Production use without a separate charge to Customers. 

“Intellectual Property Rights” means any and all common law, statutory and other industrial property 
rights and intellectual property rights, including copyrights, trademarks, trade secrets, patents and other 
proprietary rights issued, honored or enforceable under any applicable laws anywhere in the world, and 
all moral rights related thereto. 

“Internal Business Purposes” means use for Customer’s internal operations associated with the 
functionality of the Service, while used to help deliver the products or services that Customer provides 
to its customers, clients, or prospective customers or clients unless such use is inherent in the Service’s 
design and stated intentions.  As illustrative examples: (1) use of recruiting functionality to assist with 
the recruitment of Customer’s employees is Internal Business Purpose but a placement firm’s use of 
recruiting functionality to find employees for its third party clients is not Internal Business Purpose; (2) 
Workday’s Student Service is clearly designed to assist educational institutions manage the records of 
students; even though students are technically the “clients” or “customers” of the institution, use to 
manage their records is still Internal Business Purpose; (3) Internal Business Purpose use of Learning 
is limited to providing learning content to Customer’s employees while providing learning content to 
customers, clients, students or prospective customers, whether on a paid or free basis, is not Internal 
Business Purpose. 

“Law” means any local, state, national and/or foreign law, treaties, and/or regulations applicable to a 
respective party. 

“Losses” means any damages or costs finally awarded or entered into in settlement (including, without 
limitation, reasonable attorneys' fees). 

“Malicious Code” means viruses, worms, time bombs, Trojan horses and other malicious code, files, 
scripts, agents or programs. 

"Order Form" means the separate ordering documents under which Customer subscribes to the 
Service or other services pursuant to this Agreement which are fully executed by the parties.   

“Personal Data” has the definition set forth in the Data Processing Exhibit. 

“Pricing Metrics” means the specific measure identified on the applicable Order Form used for 
determining the Subscription Service Fee on that Order Form, such as FSE Worker or FTE Student. 

“Production” means the Customer’s or an Employee’s use of or Workday’s written verification of the 
availability of the Service (i) to administer Employees; (ii) to generate data for Customer’s 
books/records; or (iii) in any decision support capacity. 
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“Security Breach” means (i) any actual or reasonably suspected unauthorized use of, loss of, access 
to or disclosure of, Customer Data; provided that an incidental disclosure of Customer Data to an 
Authorized Party or Workday, or incidental access to Customer Data by an Authorized Party or 
Workday, where no reasonable suspicion exists that such disclosure or access involves theft, or is 
fraudulent, criminal or malicious in nature, shall not be considered a “Security Breach” for purposes of 
this definition, unless such incidental disclosure or incidental access triggers a notification obligation 
under any Law, (ii) any Personal Data Breach as defined in the DPE; and (iii) any security breach (or 
substantially similar term) as defined by Law affecting Customer Data. 

"Service" means Workday’s software-as-a-service applications and Improvements as described in the 
Documentation and subscribed to under an Order Form.   

“SLA” means the Workday Production Support and Service Level Availability Policy, located at 
https://www.workday.com/en-us/legal/contract-terms-and-conditions/index/exhibits.html, which may be 
updated by Workday from time to time.  No update shall materially decrease Workday’s responsibilities 
under the Workday SLA.  

“Subscription Fee” means all amounts invoiced and payable by Customer for the Service. 

"Tenant" means a unique instance of the Service, with a separate set of Customer Data held by 
Workday in a logically separated database (i.e., a database segregated through password-controlled 
access). 

“Tenant Base Name” is a naming convention that will be used in all of the Tenant URLs provided by 
Workday, as specified in Customer’s initial Order Form subscribing to the Service, and which shall 
remain constant throughout the Term.   

“Term” has the meaning set forth in Section 9.1. 

https://www.workday.com/en-us/legal/contract-terms-and-conditions/index/exhibits.html
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This Workday Universal Security Exhibit applies to the Covered Service and Covered Data. Capitalized terms used herein have 
the meanings given in the Agreement, including attached exhibits, that refers to this Workday Universal Security Exhibit.  

Workday maintains a comprehensive, written information security program that contains administrative, technical, and physical 
safeguards that, taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes 
of processing of Covered Data as well as the associated risks, are appropriate to (a) the type of information that Workday will 
store as Covered Data; and (b) the need for security and confidentiality of such information. Workday’s security program is 
designed to: 

• Protect the confidentiality, integrity, and availability of Covered Data in Workday’s possession or control or to which 
Workday has access;  

• Protect against any anticipated threats or hazards to the confidentiality, integrity, and availability of Covered Data;  
• Protect against unauthorized or unlawful access, use, disclosure, alteration, or destruction of Covered Data;  
• Protect against accidental loss or destruction of, or damage to, Covered Data; and  
• Safeguard information as set forth in any local, state or federal regulations by which Workday may be regulated.   

Without limiting the generality of the foregoing, Workday’s security program includes: 

1. Security Awareness and Training.  Mandatory employee security awareness and training programs, which include: 

a) Training on how to implement and comply with its information security program; and 

b) Promoting a culture of security awareness. 

2. Access Controls.  Policies, procedures, and logical controls:  

a) To limit access to its information systems and the facility or facilities in which they are housed to properly authorized 
persons;  

b) To prevent those workforce members and others who should not have access from obtaining access; and  

c) To remove access in a timely basis in the event of a change in job responsibilities or job status. 

3. Physical and Environmental Security.  Controls that provide reasonable assurance that access to physical servers at the 
data centers housing Covered Data is limited to properly authorized individuals and that environmental controls are 
established to detect, prevent and control destruction due to environmental extremes.   

4. Security Incident Procedures.  A security incident response plan that includes procedures to be followed in the event of 
any security breach of any application or system directly associated with the accessing, processing, storage or transmission 
of Covered Data. 

5. Contingency Planning.  Policies and procedures for responding to an emergency or other occurrence (for example, fire, 
vandalism, system failure, pandemic flu, and natural disaster) that could damage Covered Data or production systems that 
contain Covered Data.   

6. Audit Controls.  Technical or procedural mechanisms put in place to promote efficient and effective operations, as well 
as compliance with policies. 

7. Data Integrity.  Policies and procedures to ensure the confidentiality, integrity, and availability of Covered Data and to 
protect it from disclosure, improper alteration, or destruction. 

8. Storage and Transmission Security.  Security measures to guard against unauthorized access to Covered Data that is 
being transmitted over a public electronic communications network or stored electronically.   
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9. Secure Disposal.  Policies and procedures regarding the secure disposal of tangible property containing Covered Data, 
taking into account available technology so that such data cannot be practicably read or reconstructed. 

10. Assigned Security Responsibility.  Assigning responsibility for the development, implementation, and maintenance of 
its information security program, including: 

a) Designating a security official with overall responsibility; and 

b) Defining security roles and responsibilities for individuals with security responsibilities. 

11. Testing.  Regularly testing the key controls, systems and procedures of its information security program to validate that 
they are properly implemented and effective in addressing the threats and risks identified.   

12. Monitoring.  Network and systems monitoring, including error logs on servers, disks and security events for any potential 
problems.  Such monitoring includes: 

a) Reviewing changes affecting systems handling authentication, authorization, and auditing; 

b) Reviewing privileged access to Workday production systems processing Covered Data; and 

c) Engaging third parties to perform network vulnerability assessments and penetration testing on a regular basis. 

13. Change and Configuration Management.  Maintaining policies and procedures for managing changes Workday makes 
to production systems, applications, and databases processing Covered Data.  Such policies and procedures include: 

a) A process for documenting, testing and approving the patching and maintenance of the Covered Service; 

b) A security patching process that requires patching systems in a timely manner based on a risk analysis; and 

c) A process for Workday to utilize a third party to conduct web application level security assessments. These 
assessments generally include testing, where applicable, for: 

i) Cross-site request forgery 

ii) Services scanning  

iii) Improper input handling (e.g. cross-site scripting, SQL injection, XML injection, cross-site flashing) 

iv) XML and SOAP attacks 

v) Weak session management 

vi) Data validation flaws and data model constraint inconsistencies 

vii) Insufficient authentication 

viii) Insufficient authorization 

14. Program Adjustments.  Workday monitors, evaluates, and adjusts, as appropriate, the security program in light of:  

a) Any relevant changes in technology and any internal or external threats to Workday or the Covered Data;  

b) Security and data privacy regulations applicable to Workday; and 

c) Workday’s own changing business arrangements, such as mergers and acquisitions, alliances and joint ventures, 
outsourcing arrangements, and changes to information systems. 
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UNIVERSAL DATA PROCESSING EXHIBIT 
This Universal Data Processing Exhibit is an exhibit to the Agreement between Workday and Customer and sets forth the 
obligations of the parties with regard to the Processing of Personal Data pursuant to such Agreement.   

1. Definitions 

Unless otherwise defined below, all capitalized terms have the meaning given to them in the applicable Agreement and/or 
exhibits thereto.  

“Agreement” means the MSA, the Professional Services Agreement, and Order Forms, including any exhibits or 
attachments applicable to the Covered Service.  

“Covered Data” means (i) Customer Data, (ii) Professional Services Data, and (iii) any other electronic data or 
information submitted by or on behalf of Customer to a Covered Service.  

“Covered Service” means (i) any Service provided under an Order Form that specifically refers to this DPE, and/or, 
(ii) any Professional Services. 

“Customer Audit Program” means Workday’s optional, fee-based customer audit program as described in the 
Customer Audit Program Order Form for Covered Services. 

“Data Controller” or “Controller” means the entity which, alone or jointly with others, determines the purposes and 
means of the Processing of Personal Data. 

“DPE” means this Universal Data Processing Exhibit including any appendices, annexures or documents incorporated by 
reference.  

“Data Processor” or “Processor” means the entity which Processes Personal Data on behalf of the Data Controller. 

“Data Protection Laws” means all data protection laws applicable to the Processing of Personal Data under this DPE, 
including local, state, national and/or foreign laws, treaties, and/or regulations, the GDPR, and implementations of the 
GDPR into national law, in each case as may be amended or superseded from time to time. 

“Data Subject” means the person to whom the Personal Data relates. 

“GDPR” means either or both the General Data Protection Regulation (EU) 2016/679 ("EU GDPR") and the EU GDPR as 
it forms part of United Kingdom (“UK”) law by virtue of section 3 of the European Union (Withdrawal) Act 2018 ("UK 
GDPR") as the context may require. 

“Personal Data” means any Covered Data that relates to an identified or identifiable natural person. 

“Personal Data Breach” means (i) a ‘personal data breach’ as defined in the GDPR affecting Personal Data, and (ii) any 
Security Breach affecting Personal Data. 

“Processing” or “Process” means any operation or set of operations performed on Personal Data or sets of Personal 
Data, such as collecting, recording, organizing, structuring, storing, adapting or altering, retrieving, consulting, using, 
disclosing by transmission, disseminating or otherwise making available, aligning or combining, restricting, erasing or 
destroying. 

“Professional Services” means the professional or consulting services provided to Customer under a Professional 
Services Agreement. 

“Professional Services Agreement” means any agreement between the parties for the provision of consulting or 
professional services, including but not limited to the following agreements or terms: the Foundation Tenant Service 
Terms, the Professional Services Agreement, the Delivery Assurance terms, the Professional Services Addendum, and/or 
the Consulting and Training Addendum and Amendment. 

“Professional Services Data” means electronic data or information that is provided to Workday under a Professional 
Services Agreement for the purpose of being input into a Service, or Covered Data accessed within or extracted from the 
Customer’s tenant or instance to perform the Professional Services.  

“Restricted Country” means: (i) where the EU GDPR applies, a country outside of the EEA which is not subject to an 
adequacy determination by the European Commission; (ii) where the UK GDPR applies, a country outside the UK which 
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is not based on adequacy regulations pursuant to Section 17A of the UK Data Protection Act 2018; and (iii) where the 
Swiss Federal Act on Data Protection of June 19, 1992 applies, a country outside Switzerland which has not been 
recognized to provide an adequate level of protection by the Federal Data Protection and Information Commissioner. 

"Restricted Transfer" means: (i) where the EU GDPR applies, a transfer of Personal Data from the European Economic 
Area (“EEA”) to a Restricted Country; (ii) where the UK GDPR applies, a transfer of Personal Data from the UK to a 
Restricted Country; and (iii) where the Swiss Federal Act on Data Protection of June 19, 1992 applies, a transfer of 
Personal Data from Switzerland to a Restricted Country. 

“Standard Contractual Clauses” means (i) where the EU GDPR applies, the clauses annexed to the European 
Commission’s Implementing Decision 2021/914 of 4 June 2021 for the transfer of Personal Data to third countries 
pursuant to Regulation (EU) 2016/679 of the European Parliament and of the Council ("EU SCCs"); and (ii) where the UK 
GDPR applies, standard data protection clauses adopted pursuant to or permitted under Article 46 of the UK GDPR ("UK 
SCCs"). 

“Subprocessor” means a Workday Affiliate or third-party entity engaged by Workday or a Workday Affiliate as a Data 
Processor under this DPE. 

“Subprocessor List” means the subprocessor list identifying the Subprocessors that are authorized to Process Personal 
Data, accessible through Workday’s website (currently located at  https://www.workday.com/en-
us/legal/subprocessors.html). 

“Workday BCRs” means Workday’s Processor Binding Corporate Rules. The Workday BCRs are accessible through 
Workday’s website (currently located at https://www.workday.com/en-us/why-workday/security-trust.html). 

2. Processing Personal Data 
2.1 Scope and Role of the Parties.  This DPE applies to the Processing of Personal Data by Workday to provide the 
Covered Service. For the purposes of this DPE, Customer is the Data Controller and Workday is the Data Processor, 
except when Customer acts as a Data Processor of Personal Data, in which case Workday is a subprocessor. 

2.2 Instructions for Processing.  Workday shall Process Personal Data in accordance with Customer’s documented 
instructions. Customer instructs Workday to Process Personal Data to provide the Covered Service in accordance with 
the Agreement (including this DPE) and as further specified via Customer’s use of the Covered Service. Customer may 
provide additional instructions to Workday to Process Personal Data, however Workday shall be obligated to perform such 
additional instructions only if they are consistent with the terms and scope of the Agreement and this DPE. 

2.3 Compliance with Laws.  Workday shall comply with all Data Protection Laws applicable to Workday in its role as 
a Data Processor Processing Personal Data. Customer shall comply with all Data Protection Laws applicable to Customer 
as a Data Controller and shall obtain all necessary consents, and provide all necessary notifications, to Data Subjects to 
enable Workday to carry out lawfully the Processing contemplated by this DPE. 

3. Subprocessors 
3.1 Use of Subprocessors.  Customer hereby agrees and provides a general authorization that Workday and 
Workday Affiliates may engage Subprocessors. Workday or the relevant Workday Affiliate engaging a Subprocessor shall 
ensure that such Subprocessor has entered into a written agreement that is no less protective than this DPE. Workday 
shall be liable for the acts and omissions of any Subprocessors to the same extent as if the acts or omissions were 
performed by Workday. 

3.2 Notification of New Subprocessors.  Workday shall make available to Customer a Subprocessor List and 
provide Customer with a mechanism to obtain notice of any updates to the Subprocessor List. At least thirty (30) days 
prior to authorizing any new Subprocessor to Process Personal Data, Workday shall provide notice to Customer by 
updating the Subprocessor List.  

3.3 Subprocessor Objection Right.  This Section 3.3 shall apply only where and to the extent that Customer is 
established within the EEA, the UK or Switzerland or where otherwise required by Data Protection Laws applicable to 
Customer. In such event, if Customer objects on reasonable grounds relating to data protection to Workday’s use of a 
new Subprocessor then Customer shall promptly, and within fourteen (14) days following Workday’s notification pursuant 
to Section 3.2 above, provide written notice of such objection to Workday. Should Workday choose to retain the objected-

https://www.workday.com/en-us/legal/subprocessors.html
https://www.workday.com/en-us/legal/subprocessors.html
https://www.workday.com/en-us/why-workday/security-trust.html
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to Subprocessor, Workday will notify Customer at least fourteen (14) days before authorizing the Subprocessor to 
Process Personal Data and Customer may terminate the relevant portion(s) of the Covered Service within thirty (30) days. 
Upon any termination by Customer pursuant to this Section, Workday shall refund Customer any prepaid fees for the 
terminated portion(s) of the Covered Service that were to be provided after the effective date of termination. 

4. Data Subject Rights 
4.1 Assistance with Data Subject Requests. Workday will, in a manner consistent with the functionality of the 
Covered Service and Workday’s role as a Data Processor, provide reasonable support to Customer to enable Customer 
to respond to Data Subject requests to exercise their rights under applicable Data Protection Laws (“Data Subject 
Requests”).  

4.2 Handling of Data Subject Requests. For the avoidance of doubt, Customer is responsible for responding to 
Data Subject Requests. If Workday receives a Data Subject Request or other complaint from a Data Subject regarding the 
Processing of Personal Data, Workday will promptly forward such request or complaint to Customer, provided the Data 
Subject has given sufficient information for Workday to identify Customer. 

5. Workday Personnel 
Workday shall require screening of its personnel who may have access to Personal Data, and shall require such 
personnel (i) to Process Personal Data in accordance with Customer’s instructions as set forth in this DPE, (ii) to receive 
appropriate training on their responsibilities regarding the handling and safeguarding of Personal Data; and (iii) to be 
subject to confidentiality obligations which shall survive the termination of employment.  

6. Personal Data Breach 
If Workday becomes aware of a Personal Data Breach it shall without undue delay notify Customer in accordance with the 
Security Breach provisions of the MSA. Workday shall take appropriate measures to address and mitigate the adverse 
effects of the Personal Data Breach. To the extent Customer requires additional information from Workday to meet its 
Personal Data Breach notification obligations under applicable Data Protection Laws, Workday shall provide reasonable 
assistance to provide such information to Customer taking into account the nature of Processing and the information 
available to Workday. 

7. Security of Processing 
Workday shall implement and maintain appropriate technical and organizational measures to protect Personal Data 
against accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, Personal Data as 
described in the Universal Security Exhibit. 

8. Audit 
Customer agrees that, to the extent applicable, Workday’s then-current SOC 1 and SOC 2 audit reports (or comparable 
industry-standard successor reports) and/or Workday’s ISO certifications will be used to satisfy any audit or inspection 
requests by or on behalf of Customer, and Workday shall make such reports available to Customer. If Customer requires 
additional information, including information necessary to demonstrate compliance with this DPE, or an audit related to the 
Covered Service, such information and/or audit shall be made available in accordance with Workday’s Customer Audit 
Program. 

9. Return and Deletion of Personal Data 
Upon termination of the Covered Service, Workday shall return and delete Personal Data in accordance with the relevant 
provisions of the Agreement. 

10. Transfers of European Personal Data 
10.1 Transfer Safeguards. The transfer safeguards listed below shall apply to all Restricted Transfers. 
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10.2 Binding Corporate Rules. For the Covered Services identified in Addendum B, the Workday BCRs apply to the 
Processing of Personal Data of a Customer or Customer Affiliate established in the EEA. In this event, all provisions of the 
Workday BCRs are incorporated by this reference and shall be binding and enforceable for Customer according to 
Section 1.4 of the Workday BCRs as if they were set forth in this DPE in their entirety. If any conflict or inconsistency 
arises between this DPE and the Workday BCRs, the Workday BCRs shall prevail.       

10.3 Processor-to-Processor SCCs. Where Workday is located within the EEA, Workday has implemented the 
Standard Contractual Clauses for any Restricted Transfers of Personal Data from Workday (as “data exporter”) to 
Subprocessors (as “data importers”). 

10.4 Controller-to-Processor SCCs. Where Workday is located in a Restricted Country, the Standard Contractual 
Clauses will apply to any Restricted Transfers from Customer (as “data exporter”) to Workday (as “data importer”) as 
follows: 

10.4.1 EU Personal Data. In relation to Personal Data that is protected by the EU GDPR, the EU SCCs will apply 
completed as follows: 

(i) Module 2 applies unless the Customer is a Processor in which case Module 3 applies; 

(ii) in Clause 7, the optional docking clause will not apply; 

(iii) in Clause 9, Option 2 will apply, and the time period for prior notice of subprocessor changes will be in accordance 
with the notification process set out in Section 3.2 of this DPE; 

(iv) in Clause 11, the optional redress language will not apply; 

(v) in Clause 17, Option 1 will apply, and the Standard Contractual Clauses will be governed by the law specified in the 
MSA, provided that law is an EU Member State law recognizing third party beneficiary rights, otherwise, the laws of 
Ireland apply; 

(vi) in Clause 18(b), disputes shall be resolved before the courts specified in the MSA, provided these courts are located 
in an EU Member State, otherwise those courts shall be the courts of Ireland; 

(vii) Annex I of the Standard Contractual Clauses shall be deemed completed with the information set out in Annex I to 
this DPE; and 

(viii) Annex II of the Standard Contractual Clauses shall be deemed completed with the information set out in Annex II to 
this DPE. 

10.4.2 UK Personal Data. In relation to Personal Data that is protected by the UK GDPR, the UK SCCs will apply as 
follows: 

(i) For so long as it is lawfully permitted to rely on the Standard Contractual Clauses set out in the European 
Commission’s Decision 2010/87/EU (“2010 SCCs”) for transfers of Personal Data protected by the UK GDPR, the 2010 
SCCs shall apply between the Customer and Workday completed as follows: 

(a) Appendix 1 shall be completed with the relevant information set out in Annex I to this DPE; and 

(b) Appendix 2 shall be completed with the relevant information set out in Annex II to this DPE. 

(ii) When the Customer and Workday are lawfully permitted to rely on the EU SCCs for transfers of Personal Data from 
the UK subject to completion of a “UK Addendum to the EU Standard Contractual Clauses” (“UK Addendum”) issued by 
the Information Commissioner’s Office under s.119A(1) of the UK Data Protection Act 2018, then: 

(a) The EU SCCs, completed as set out in Section 10.4.1 above, shall also apply to transfers of such UK Personal Data 
and the 2010 SCCs will no longer apply; 

(b) The UK Addendum shall be deemed executed between the transferring Customer and Workday, and the EU SCCs 
shall be deemed amended as specified by the UK Addendum in respect of the transfer of such UK Personal Data. 
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10.4.3 Swiss Personal Data.  In relation to Personal Data that is protected by the Swiss Federal Act on Data Protection, 
the EU SCCs will apply amended and adapted as follows: 

(i) the Swiss Federal Data Protection and Information Commissioner is the exclusive supervisory authority; 

(ii) the term "member state" must not be interpreted in such a way as to exclude data subjects in Switzerland from the 
possibility of suing for their rights in their place of habitual residence (Switzerland) in accordance with Clause 18; and 

(iii) references to the GDPR in the EU SCCs shall also include the reference to the equivalent provisions of the Swiss 
Federal Act on Data Protection (as amended or replaced). 

10.4.4 Clarifications. The Standard Contractual Clauses will be subject to the following clarifications: 

(i) Workday will allow Customer to conduct audits as described in the Standard Contractual Clauses in accordance with 
Section 8 of this DPE. 

(ii) Customer consents to Workday appointing Subprocessors in accordance with Section 3 of this DPE, and Customer 
may exercise its right to object to Subprocessors under the Standard Contractual Clauses in the manner set out in Section 
3.  

(iii) Workday shall return and delete Customer’s data in accordance with Section 9 of this DPE. 

(iv) Customer agrees that any assistance that Workday provides to Customer under the Standard Contractual Clauses 
shall be provided through the Customer Audit Program. 

(v) Nothing in this Section 10.4 of this DPE varies or modifies the Standard Contractual Clauses nor affects any 
supervisory authority’s or data subject’s rights under the Standard Contractual Clauses. If any provision of this DPE 
contradicts, directly or indirectly, the Standard Contractual Clauses, the Standard Contractual Clauses shall prevail. 

10.5 Order of precedence. Where more than one transfer mechanism applies, the transfer of Personal Data will be 
subject to a single transfer mechanism in accordance with the following order of precedence: (i) the Workday BCRs, and 
(ii) the Standard Contractual Clauses. 

11. Additional European Terms 
11.1 Description of Processing.  The agreed subject-matter, the nature, purpose and duration of data processing, 
the types of Personal Data and categories of Data Subjects are set forth in Addendum A to this DPE. 

11.2 Data Protection Impact Assessments and Prior Consultations.  Customer agrees that, to the extent 
applicable, Workday’s then-current SOC 1 and SOC 2 audit reports (or comparable industry-standard successor reports) 
and/or Workday’s ISO certifications will be used to carry out Customer’s data protection impact assessments and prior 
consultations, and Workday shall make such reports available to Customer. To the extent Customer requires additional 
assistance to meet its obligations under Article 35 and 36 of the GDPR to carry out a data protection impact assessment 
and prior consultation with the competent supervisory authority related to Customer’s use of the Covered Service, 
Workday will, taking into account the nature of Processing and the information available to Workday, provide such 
assistance to Customer through the Customer Audit Program. 

12. General Provisions 
12.1 Customer Affiliates.  Customer is responsible for coordinating all communication with Workday on behalf of its 
Affiliates with regard to this DPE. Customer represents that it is authorized to enter into this DPE and any Standard 
Contractual Clauses entered into under this DPE (and to agree to additional parties to such Standard Contractual 
Clauses), issue instructions, and make and receive any communications or notifications in relation to this DPE on behalf 
of its Affiliates. 

12.2 Termination.  The term of this DPE will end simultaneously and automatically at the later of (i) the termination of 
the Agreement or, (ii) when all Personal Data is deleted from Workday’s systems. 
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12.3 Conflict.  This DPE is subject to the non-conflicting terms of the Agreement. With regard to the subject matter of 
this DPE, if inconsistencies between the provisions of this DPE and the Agreement arise, the provisions of this DPE shall 
prevail with regard to the parties’ data protection obligations. 

12.4 Customer Affiliate Enforcement.  Customer’s Affiliates may enforce the terms of this DPE directly against 
Workday, subject to the following provisions: 

i. Customer will bring any legal action, suit, claim or proceeding which that Affiliate would otherwise have if 
it were a party to the Agreement (each an “Affiliate Claim”) directly against Workday on behalf of such 
Affiliate, except where the Data Protection Laws to which the relevant Affiliate is subject require that the 
Affiliate itself bring or be party to such Affiliate Claim; and 

ii. for the purpose of any Affiliate Claim brought directly against Workday by Customer on behalf of such 
Affiliate in accordance with this Section, any losses suffered by the relevant Affiliate may be deemed to 
be losses suffered by Customer. 

12.5 Remedies.  Customer’s remedies (including those of its Affiliates) with respect to any breach by Workday, its 
Affiliates and Subprocessors of the applicable terms of this DPE, and the overall aggregate liability of Workday and its 
Affiliates arising out of, or in connection with the Agreement (including this DPE) will be subject to any aggregate limitation 
of liability that has been agreed between the parties under the Agreement (the “Liability Cap”). For the avoidance of 
doubt, the parties intend and agree that the overall aggregate liability of Workday and its Affiliates arising out of, or in 
connection with the Agreement (including this DPE) shall in no event exceed the Liability Cap. 

12.6 Miscellaneous. The section headings contained in this DPE are for reference purposes only and shall not in any 
way affect the meaning or interpretation of this DPE. 
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ADDENDUM A 
Description of Processing 

 
ANNEX I 

A. LIST OF PARTIES 

Data exporter 

Data exporter: Customer  

 

Contact details: The individuals designated as named contacts by Customer in Customer’s account 

 

Relevant activities: Use of Workday’s enterprise software-as-a-service applications. 

 

Signature and Date: By entering into the Agreement, data exporter is deemed to have signed these Standard Contractual 
Clauses incorporated herein as of the effective date of the Agreement. 

 

Data exporter role: The data exporter’s role is set forth in the DPE. 

 

Data importer  

Data importer: Workday 

 

Contact details: Workday Privacy Team, legal@workday.com 

 

Relevant activities: Provide and support enterprise software-as-a-service applications, including human resource and 
financial management. 

 

Signature and Date: By entering into the Agreement, data importer is deemed to have signed these Standard Contractual 
Clauses incorporated herein as of the effective date of the Agreement. 

 

Data importer role: Processor 

 

mailto:legal@workday.com
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B. DESCRIPTION OF TRANSFER 

Categories of data subjects whose personal data is transferred 

1. Customer’s job applicants, candidates, current and former employees and other workers, as well as related 
persons.  

2. Employees or contact persons of Customer’s prospects, customers, business partners and suppliers. 

Categories of personal data transferred 

Customer determines the categories of personal data processed within Covered Services subscribed to. Typically, the 
transferred personal data will include the categories of data identified below: 

1. Applicants, employees and other workers: Name; contact information (including home and work address; 
home and work telephone numbers; mobile telephone numbers; web address; instant messenger; home and work 
email address); marital status; citizenship information; visa information; national and governmental identification 
information; drivers’ license information; passport information; banking details; military service information; date of 
birth and birth place; gender; employee identification information; education, language(s) and special 
competencies; certification information; probation period and employment duration information; job or position 
title; business title; job type or code; business site; company, supervisory, cost center and region affiliation; work 
schedule and status (full-time or part-time, regular or temporary); compensation and related information (including 
pay type and information regarding raises and salary adjustments); payroll information; allowance, bonus, 
commission and stock plan information; leave of absence information; employment history; work experience 
information; information on internal project appointments; accomplishment information; training and development 
information; award information; membership information. 

2. Related persons: Name and contact information of dependents or beneficiaries (including home address; home 
and work telephone numbers; mobile telephone numbers); date of birth; gender; emergency contacts; beneficiary 
information; dependent information. 

3. Prospects, customers, business partners and suppliers: Name and contact information (including work 
address; work telephone numbers; mobile telephone numbers; web address; instant messenger; work email 
address); business title; company. 

4. Learners: Name and contact information (including work address; work telephone numbers; mobile telephone 
numbers; instant messenger; work email address); business title; company; enrollment information, including 
completion of courses, exam results and feedback provided. 

Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into consideration 
the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions 
(including access only for staff having followed specialized training), keeping a record of access to the data, 
restrictions for onward transfers or additional security measures. 

Unless otherwise agreed, the transferred Personal Data may comprise special categories of personal data, such as 
ethnicity, religious beliefs, trade union membership information and health data (employee sick leave, disability 
information). Taking into consideration the nature of the data and the risk of varying likelihood and severity for the rights 
and freedoms of natural persons, Workday has implemented the technical and organizational measures as described in 
Annex II, including specialized training of staff and system access logs, to ensure an appropriate level of protection for 
such sensitive data. 

Frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis) 

Transfers will be made on a continuous basis. 

Nature of the processing 
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Workday acts as a processor for the Personal Data Customer submits electronically into Workday’s software-as-a-service 
applications or provides to Workday in connection with a Professional Services engagement.  

1. Processing Personal Data to set up, operate, maintain and support the enterprise software-as-a-service 
applications  

2. Storage of Personal Data in secure data centers 

3. Provision of Professional Services 

 
Purpose(s) of the data transfer and further processing 

Provide and support enterprise software-as-a-service applications, including human resource and financial management.  

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine 
that period 

Personal data will be retained for the duration of the Agreement. 

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing 

The subject matter and duration of the processing is outlined above within this Annex. The nature of the specific sub-
processing services are further particularized within the Subprocessor List (currently located at: 
https://www.workday.com/en-us/legal/subprocessors.html). 

 
C. COMPETENT SUPERVISORY AUTHORITY 

Identify the competent supervisory authority/ies in accordance with Clause 13 

The competent supervisory authority determined in accordance with Clause 13 of the Standard Contractual Clauses. 

 

  

https://www.workday.com/en-us/legal/subprocessors.html
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ANNEX II 
Technical and Organisational Measures  

 

The technical and organisational measures set forth in the Security Exhibit have been implemented by the data importer 
to ensure an appropriate level of security, taking into account the nature, scope, context and purpose of the processing, 
and the risks for the rights and freedoms of natural persons.  
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ADDENDUM B 
BCR Covered Services 

 

Covered Service Applicable SKU Names 

HCM/FIN/ANALYTICS Human Capital Management, Cloud Connect for Benefits, Workday Payroll, Cloud 
Connect for Third Party Payroll, Time Tracking, Recruiting, Learning (excluding 
Media Cloud), Learning for Extended Enterprise, Core Financials, Expenses, 
Procurement, Inventory, Grants Management, Projects, Projects Billing, Workday 
Prism Analytics and Student 

Workday Adaptive Planning Workday Adaptive Planning SKUs, such as Planning & Analytics, Workforce 
Planning, Financial Planning, Sales Planning, Operational Planning, however 
defined in the applicable order form. 
 

Workday Extend Workday Cloud Platform 

 

 
 

 


